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Abstract:  Intrusions and threats in computer networks are very common and unavoidable.  Hence to 
overcome the threats and attacks, intrusion detection system plays a pivotal role and supplements as the 
second line of defense like firewalls.  Classification of network connection records into normal or attack 
records is a major task which could be done by different classification algorithms in data mining.  
Random forest method has been found to be a better classifier among different classification algorithms.  
This paper performs the following:  It aims and focuses in boosting the performance of Random Forest 
Method by a new feature selection method.  It also proposes an ensemble method of classifiers namely, 
CART, Random Forest and C5.0 and compares the performance of these methods in terms of the 
classification accuracy using Area Under the Curve (AUC).  It performs stacking and voting and 
compares the results in terms of ensembles, stacking and voting.  All these classifiers are applied to the 
standard benchmark dataset for Intrusion Detection namely KDD Cup dataset. 
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Introduction: Intrusion is defined as any set of action that can compromise the integrity, 
confidentiality and availability of system resources.  There are two types of intrusions namely misuse 
detection and anomaly detection.  Misuse detection is also known as signature based intrusion detection 
system.   Anomaly detection aims at identifying unknown patterns in network data[1][12].  
 
The paper is organized as follows: Section 2 gives an introduction about KDD Cup dataset. Section 3 
explains about the functionalities and key features of R software. Section 4 gives a brief explanation 
about the role of classification algorithms in data mining and its purpose in detecting intrusions. Section 
5 gives a brief explanation about the three classification algorithms used in this paper. Section 6 deals 
with the implementation of CART, RF and C5.0 in R.  Section 7 deals with the results of the classifiers in 
R. Section 8 gives an introduction about Ensemble Machine Learning.  Section 9 depicts the proposed 
Ensemble method and its results.  Section 10 highlights the proposed Random Forest classifier with a 
new method of feature selection.  Section 11 gives the experimental results and its interpretation. Section 
12 introduces the concept of voting method.   Section 13 represents the stacking method. Section 14 deals 
with the implementation of voting and stacking with different combinations of classifiers.  Section 15 
presents the results and observations made by voting and stacking methods.  Finally, Section 16 presents 
the conclusion of the study made on KDD Cup dataset using the different classifiers, ensemble method, 
the proposed Random Forest with a new method of feature selection [6][8][9] using R software, the 
voting and stacking methods. 
 
Intrusion Dataset: The KDD Cup dataset [6] is considered to be the benchmark data in Intrusion 
detection. The dataset is a collection of simulated raw TCP dump data over a period of nine weeks on a 
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local area network.  The known attack types are those present in the training dataset while the novel 
attacks are the new attacks which are not present in the training dataset.  Various attacks are Buffer 
overflow, Perl, Portsweep,  Neptune, Smurf, Teardrop, Guess password, IPSweep etc[14]., The training 
dataset consists of 4,94,021 records [6][12].  The testing dataset consists of 3,11,029 records. In each 
connection record there are 41 attributes describing various features of the connection. In the training 
dataset, a class attribute is given along with the 41 attributes. The attributes are protocol_type, service, 
flag, src_bytes, dest_bytes, wrong_fragment, logged_in, count, etc., We have taken KDD Cup 20% 
training dataset in our study. 
 
R Software: R is a language and environment for statistical computing and graphics. It is a GNU 
project which is similar to the S language and environment which was developed at Bell Laboratories by 
John Chambers and colleagues. R provides a wide variety of statistical procedures such as linear and 
nonlinear modelling, classical statistical tests, time-series analysis, classification, clustering and 
graphical techniques, and is highly extensible. One of R’s strengths is the ease with which well-designed 
plots can be produced. Mathematical symbols and formulae can also be included with ease. 
 
R is available as Free Software under the terms of the Free Software Foundation’s GNU General Public 
License in source code form. It compiles and runs on a wide variety of UNIX platforms and similar 
systems (including FreeBSD and Linux), Windows and MacOS. 
 
R is an integrated suite of software facilities for data manipulation, calculation and graphical display. It 
includes 

· an effective data handling and storage facility, 

· a suite of operators for calculations on arrays, in particular matrices, 

· a large, coherent, integrated collection of intermediate tools for data analysis, 

· graphical facilities for data analysis and display either on-screen or on hardcopy, and 

· a well-developed, simple and effective programming language which includes conditionals, loops, 
user-defined recursive functions and input and output facilities. 

 
Data Mining in Classification: Data mining is a finding process of significant non-intuitive 
correlations and patterns, making possible to get high level knowledge information from low level data. 
Data mining is also Knowledge Discovery in data. It is the non-trivial process of identifying valid, novel, 
useful and understandable patterns of data. Data mining is more than collection of data.  It involves 
analysis and predictions[2].  
 
Classification is a data mining task that maps the data into predefined groups and classes[7][10[20]. It is 
also called as supervised learning. It consists of two steps. First step is the model construction which 
consists of set of predetermined classes. Each tuple is assumed to belong to a predefined class. The set of 
tuple used for model construction is training set. The model is represented as classification rules, 
decision trees, or mathematical formulae. Second step is model usage which is used for classifying future 
or unknown objects. The known label of test sample is compared with the classified result from the 
model.  
 
Classification Algorithms Used: Classifiers such as J48, Randomforest and Simplecart are used in this 
paper based on the selection made from ranking [15].  A brief note about the various classifiers used in 
this paper is given below: 
J48 Classifier: A decision tree is a predictive machine learning model that decides the target value of a 
new sample based on various attribute values of the available data.  The attribute that is to be predicted 
is known as the dependent variable since its value depends on the values of all the other attributes.  The 
other attributes are called independent variables.  J48 follows the simple algorithm.  In order to classify a 
new item, it first needs to create a decision tree based on the attribute values of the available training 
data.  The feature that is able to tell us most about the data instances so that we can classify the best is 
said to have highest information gain.  
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Random forest Classifier: Random forests are an ensemble learning method for classification, 
regression and other tasks that operate by constructing a multitude of decision trees at training time 
and outputting the class that is the mode of the classes (classification) or mean prediction (regression) 
of the individual trees [3][4][5]. 
 
Simple cart Classifier: Simple Cart (Classification and Regression tree) is a classification technique 
which introduced tree based modelling into the statistical mainstream. This involves a rigorous 
approach involving cross validation to select the optimal tree. The key idea is recursive partitioning. 
 
Implementation of These Classifiers: Simple Cart classifier is implemented in R using the packages 
rpart and rpart.plot. RandomForest classifier is implemented in R using the package randomForest.  J48 
classification algorithm is implemented in R using the package C50.  First, a model is developed using 
each of the classifiers using the training dataset and then the model is deployed to the testing 
dataset[11].  Area under the curve (AUC) is calculated for training dataset and testing dataset with 
respect to all the classifiers. 
 
AUC Values for the Classifiers: 
 

Table 1: AUC Values for the Three Classifiers 

 
 

 
Figure 1:  AUC Values for the Three Classifiers 

 
Ensemble Machine Learning: Ensemble learning involves combining multiple predictions derived by 
different techniques in order to create a stronger overall prediction. For example, the predictions of a 
random forest, a support vector machine, and a simple linear model may be combined to create a 
stronger final prediction set. The key to creating a powerful ensemble is model diversity. An ensemble 
with two techniques that are very similar in nature will perform more poorly than a more diverse model 
set. The individual models make a good candidate for an ensemble if their predictions are fairly 
uncorrelated, but their overall accuracy is similar.  Ensemble modelling offers one of the most 
convincing way to build highly accurate predictive models. 
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An ensemble is a supervised learning technique for combining multiple weak learners / models to 
produce a strong learner.  The two major advantages of Ensemble models are Better Prediction and 
More stable model. 
 
Proposed Ensemble Method and Its Results: Since Ensemble Machine learning predicts much better 
than the individual classification algorithms, this paper aims at proposing an ensemble method 
combining the individual classifiers, namely, SimpleCART, Random Forest and C50.  The proposed 
ensemble method correctly classifies 18423 observations out of 22544 observations yielding to 81.72% 
accuracy.  
 
The accuracy of the ensemble method could be further improvised if the selection of the individual 
classifiers prediction results are fairly uncorrelated. 
 
Proposed Random Forest Classifier with A New Method Of Feature Selection: Random Forest is 
an ensemble learning method. This new algorithm aims at improving the existing Random Forest by 
performing feature selection based on the Mean Decrease Gini value and decides if the feature has 
qualified in the incrementing threshold function.  If the value of the feature is greater than the specific 
threshold value the feature is considered to be a member of the feature set.  Otherwise, the feature is 
removed from the feature set and from further processing.  Thus an automated feature set is created.  
With this new algorithm, the number of features is drastically reduced from the original dataset and 
hence the computational time in processing the features is also significantly reduced. 
 
Furthermore, by restricting the features that we consider at each node, we can grow each tree much 
faster and therefore can learn more decision trees in a given amount of time.  We not only build many 
trees but also using the randomized tree learning algorithm, these trees will also be less correlated.  
Hence, the new improved random forest tends to have better performance. 
 
AUC Values for the Experiments: 
 

Table 2: AUC Values of the three iterations of Improved RF 

 
 

 
Figure 2: AUC Values of the Three Iterations of Improved RF 

 
The above plot indicates the AUC under different iterations of the Improved Random Forest algorithm.  
This shows better results as compared to the Ensemble method and the individual classifiers. 
 
The following table compares all the classifiers namely, CART, RF, C5.0 and three iterations of Improved 
Random Forest. 
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Table 3: Comparison of AUC’s of All Methods 

 
 

 
Figure 3: Comparison of AUC’s of All Methods 

 
Voting: Voting and Averaging are two of the easiest ensemble methods.  They are easy to understand as 
well as to implement.  Voting is used for classification purposes.  Averaging is used for regression. 
 
In Voting method, the first step is to create the multiple classification models using some training 
dataset.  Each base model can be created using different splits of the same training dataset and same 
algorithm, or using the same dataset with different algorithms.   
 
There are different types of voting available as follows: 
Majority Voting: Every model makes a prediction for each test instance and the final output prediction 
is the once that receives more than half of the votes.  If none of the predictions get more than half of the 
votes, we may conclude that the ensemble method could not make a stable prediction for this instance.  
Otherwise, the most voted prediction even if it less than half of the votes can be taken as the final 
prediction. 
 
Weighted Voting: Unlike Majority voting, where each model has the same points, we can increase the 
importance of one or more models in weighted voting.  In weighed voting, the prediction of the better 
models can be counted multiple times. 
 
The following are the types of averaging: 
Simple Averaging: In this method, for every instance of test dataset, the average predictions are 
calculated.  This method often reduce overfit and creates a smoother regression model. 
 
Weighted Averaging: This method is a slightly modified version of simple averaging method.  The 
prediction of each model is multiplied by the weight and then their average is calculated.   
 
Stacking: Stacking is also called as stacked generalization.  It involves training a learning algorithm to 
combine the predictions of several other learning algorithms.  Initially, all of the other algorithms are 
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trained using the available data, then finally a combiner algorithm is trained to make a final prediction 
using all the predictions of the other algorithms as additional inputs.  Stacking method typically yield 
performance better than any single method.  
 
Stacking works in two phases.  First, we use the multiple base classifiers to predict the class.  Second, a 
new learner is used to combine their predictions with the aim of reducing the generalization error.  
 
Experiments Performed using Stacking and Voting Methods: 12 Combinations of different 
classifiers are taken and implemented through stacking.  The combinations of classifiers are as follows: 
1. RF , J48, IBk 
2. RF,  J48, Bagging 
3. RF,  J48, SimpleCART 
4. RF,  J48 
5. RF,  IBk 
6. RF,  Bagging 
7. J48,  IBk 
8. J48,  Bagging 
9. IBk, Bagging 
10. IBk, SimpleCART 
11. BayesNet, AdaBoost 
12. BayesNet, J48 
The classifiers are chosen according to the ranking of the classifiers performed in the previous work [15]. 
 
Results and Observations: 
 

Table 4: Correctly classified Instances using Stacking and Voting Methods 
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Figure 4:  Correctly Classified Instances using Stacking and Voting Methods 

 
Table 5: Incorrectly Classified Instances using Stacking and Voting Methods 
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Figure 5:  Incorrectly Classified Instances using Stacking and Voting Methods 

 
Table 6: True Positive Rate using Stacking and Voting Methods 
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Figure 6: True Positive Rate using Stacking and Voting Methods 

 
Table 7: ROC using Stacking and Voting Methods 
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Figure 7:  ROC using Stacking and Voting Methods 

 
Conclusion: This paper focuses on three individual classifiers to begin with namely, Simple CART, J48 
and Random Forest based on the ranking from the previous paper [15]. Models were developed using the 
training dataset and then applied for the testing KDDCup dataset.  The results were analysed.  Further, 
an ensemble model has been proposed which works as the combination of the above mentioned three 
classifiers.  The result is better when different machine learning algorithms are combined to form an 
ensemble.   
 
Further, a new feature selection method is proposed which avoids the usage of the entire set of 
attributes in the dataset. Generally, if the number of features is more, computational time and storage is 
more.   This new method of evaluating features and creating a new reduced feature set is applied to the 
KDDCup 20% training dataset and testing dataset. The results show that the number of features is 
considerably reduced and the optimal number of trees is identified with the lowest error rate. 
 
This method will be highly useful with very large datasets which have more number of attributes. 
 
Further research could be done with the proposed random forest algorithm on datasets with vast 
number of attributes and the results could be compared with the original random forest algorithm. 
 
The Stacking and Voting methods applied to the dataset reveals that the multiple classifiers gives a 
better result than the individual classifiers. 
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