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Abstract: Cloud computing is an internet based on-request computing.  In this technology, the cloud 
users can remotely store data onto the cloud in order to use the quality applications and services from a 
large pool of shared computing resources.  With the advancement in cloud computing, the data owners 
are motivated to outsource their complex data from their local machine to the public cloud for great 
scalability and public access.  Due to high availability of various computing resources over the cloud, the 
cloud users utilize its services on pay per use basis.  With the help of this data outsourcing the 
organizations can provide reliable data services to their users without any charges for the data 
management.  Day by day the size of data and services are getting increased over the cloud.  It is quite a 
challenging job for CSPs (Cloud Service Providers) to maintain the data integrity and privacy of the 
client data stored in cloud servers.  In order to provide security to the outsourced data, the data needs to 
be encrypted before storing onto the cloud.  Data encryption assures the data integrity and 
confidentiality which in turn will ensure privacy preservation.  Another challenge is encountered during 
retrieval of stored encrypted cloud data.  After placing the encrypted data on the cloud, retrieving is also 
a quite tedious job.   The solution for this issue is searchable encryption method.  In this type of 
encryption the data owner needs to generate several keywords.  The majority of searching techniques 
are limited.  To enhance the searching in terms of efficiency and fastness, a multi-keyword search 
technique can be adopted to retrieve documents from the cloud.  This paper presents a survey of the 
various search schemes that supports privacy preservation over encrypted cloud data. After reviewing 
the existing literature, a comparative study of the widely used algorithms and their performance is 
performed to identify the best methodology to retrieve the encrypted cloud data quickly. 
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Introduction: Cloud Computing is an on-demand service over network servers which are hosted on the 
Internet to process, store and organize the data, rather than a local server or personal computer. The 
Cloud services and applications run on the distributed network which provides a virtual resource for the 
end user. These resources could be accessed by standard Internet and networking protocols. Data 
integrity verification is one of the massive responsibilities with cloud data because the probability of 
involvement in the malicious activity of a cloud user and cloud provider is very high. There are many 
ways to address this problem. The user can use encryption and decryption process. However, it requires 
huge computing time and functional overheads. Applying data auditing may be the other way to address 
this problem. Even if cloud provides such amazing services to its clients, there are some problems 
related to cloud such as security of data stored in cloud and integrity of data. The data security can be 
guaranteed using encryption technique before sending data to a cloud server and integrity of data can be 
guaranteed by signing data blocks using users signature such that, except the user, no one can be able to 
generate similar signature. 

 
Cloud provides large group of remote servers to be in a network so as to allow the centralized data 
repository and access to the computer services or resources whenever required. Many IT enterprises and 
individuals are outsourcing their databases to cloud server. Variety of users can access and share 
information stored in the cloud independent of locations. The outsourced data may contain very 
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sensitive information such as e-mails, company financial data, government documents, Personal Health 
Care records, facebook photos and business documents. 
 
Cloud service providers (CSPs) can access user’s sensitive data without any authorization. General 
approach of CSPs is to protect the data confidentiality in which data is encrypting before outsourcing it 
to cloud server and this will affect a huge cost of data usability. In secure search over encrypted data, 
data owners outsourced their data to cloud server in encrypted form to preserve their privacy. When 
data user wants to search any file, data user send keyword request to cloud server. Cloud server then 
generate top relevant results to data user. Secure search over encrypted data not only reduce 
computation cost and storage cost for secure keyword search but also support multi-keyword ranked 
search, fuzzy keyword search and similarity search. All these schemes are limited to single-owner model. 
Earlier work support single-owner model, where data owner has to stay online to generate trapdoors for 
data user. Therefore, this paper proposes a multi-owner model to overcome the limitations of the earlier 
methods, where encrypted data are stored by multiple data owners and simultaneously data owners stay 
online to generate trapdoors. Different data owners share different secret keys to encrypt their secret 
data with different secret keys. 
 
The cloud server can perform secure search using secure search protocols without knowing the actual 
value of keywords and trapdoors. In multi-owner and multi-user cloud computing model, four entities 
are involved such as data owners, data users, cloud server and administration server shown in Fig.1.  
Data owners have collection of files. Data owners build secure searchable index of keyword set and 
keywords are extracted from files. Data owners submit keyword index to administration server. Data 
owners encrypt files and outsource encrypted files to cloud server. When administration server receives 
encrypted keyword index then administration server re-encrypt keyword index. Administration server 
then outsource re-encrypted keyword index to the cloud server. When data user wants to search over 
files from cloud server, he first computes the corresponding trapdoors and submits them to the 
administration server. Administration server authenticates data user then re-encrypts trapdoors and 
submit them to cloud server. Cloud server searches encrypted index of data owner and returns top-k 
relevant encrypted files to the data user. When data user receives top-K files from cloud server, then 
data user download files and decrypts these files. 

 
Fig.1 Multi-keyword Ranked Search over Encrypted Cloud Data 

 
Literature Survey: In recent years, many researchers have proposed large number of efficient searching 
schemes over encrypted cloud data. The general process of search scheme is divided into five steps: 
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extracting document features, constructing a searchable index, generating search trapdoor, searching 
the index based on the trapdoor and returning the search results. These search schemes provide 
different query capabilities, including single keyword search, multi-keyword search, fuzzy keyword 
search, similarity search, and so on. 
 
Secure search over encrypted data have been previously applied to cloud server. Wang et al. [19] 
proposed secure search scheme over encrypted cloud data. In searchable encryption, clients store data 
into encrypted form to the cloud server and keyword searching can be perform on cipher-text. 
Searchable encryption (SE) techniques [4], [5], [6], [7], [13], [14], [15], [16], [17] can partially fulfill the 
need for secure outsourced data search. Secure search over encrypted cloud data reduces the 
computation and storage cost. Data user authentication technique, Different-key encrypted keywords 
matching and privacy preserving ranked search of files methods are used to solve the problem of secure 
multi-keyword search for multiple data owners and multiple data users in cloud computing 
environment. 
 
Early works mostly only support single keyword search [16]. Later, several multi-keyword search 
schemes were proposed [4], [5], [6], [7], [11], [12], [14]. When huge amount of data owners [2], [8] are 
involved then they generate trapdoors simultaneously which affect the flexibility and usability of search 
system. Data owner store data in encrypted form and data user generate trapdoors [2], [3], [18] to send 
query request in encrypted form. Re-encryption of keyword index and trapdoors [8], [10] used to 
increase more security from attackers. 
 
Zhihua Xia et. al [10] proposed a scheme which supports dynamic update operations like deletion of 
documents and insertion of documents and tree-based index structure and Greedy Depth first Search 
algorithm use to provide efficient multi-keyword ranked search. Hongwei Li et. al [11] support 
complicated logic search by using the mixed AND, OR and NO operations of keywords for practical and 
very efficient multi-keyword search scheme. [20]Proposed problem of personalized multi-keyword 
ranked search over encrypted cloud data. A user interest model is build for individual user with the help 
of semantic ontology Word Net by using user search history. 
 
In searchable symmetric encryption schemes, due to large number of documents, search results should 
be retrieved in an order of the relevancy with the searched keywords. Scoring is the natural way to 
weight the relevancy of the documents. TFI-DF [4], [5], [6], [7], [18] is well-known method to compute 
the relevance score. Wong et al. [12] proposed a secure k-nearest neighbor (kNN) scheme which can 
confidentially encrypt two vectors and compute Euclidean distance of them [5], [7], [10], [11], [19]. The 
comparative study is tabulated below in Table. I. 
 

Table. I. Comparative Study 

Comparison of Multi-keyword Ranked Search Schemes 

Sl.No. Paper / Publication Authors Methods 

1 “A Secure and Dynamic Multi- 

Keyword Ranked Search 

Scheme over Encrypted Cloud 

Data", IEEE Transactions on 

Parallel and Distributed 

Systems, February 2016 [10]  

Zhihua Xia, Xinhui 

Wang, Xingming Sun, 

Qian Wang  

1. Scheme supports 

dynamic update operations like 

deletion of documents and 

insertion of documents.  

2. Tree-based index 

structure and “Greedy Depth First 

Search" algorithms are use to 

provide efficient multi-keyword 

ranked search.  

2 “Enabling Fine-Grained Multi- 

Keyword Search Supporting 

Classified Sub-Dictionaries 

over Encrypted Cloud Data", 

IEEE Transactions on 

Hongwei Li, Yi Yang, 

Tom H. Luan, Xiaohui 

Liang, Liang Zhou  

1. Relevance scores and 

preference factors of keywords 

use to enable precise keyword 

search and personalized user 

experience.  
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Dependable and Secure 

Computing, May/June 2016 

[11]  

2. Support complicated 

logic search by using the mixed 

“AND", “OR" and “NO" 

operations of keywords.  

3. Classified sub-

dictionaries technique is used to 

achieve better efficiency on index 

building, trapdoor generating and 

query.  

3 “Enabling Personalized 

Search over Encrypted 

Outsourced Data with 

Efficiency Improvement", 

IEEE Transactions on Parallel 

and Distributed Systems, 

September 2016 [20]  

Zhangjie Fu, Kui Ren, 

Jiangang Shu, Xingming 

Sun, Fengxiao Huang  

1. By using the user search 

history, a user interest model is 

build for individual user with the 

help of semantic ontology Word 

Net.  

2. The user interest model 

is use to realize automatic 

evaluation of the keyword 

priority and it solved the 

limitation of the artificial method 

of measuring.  

4 “An Efficient File Hierarchy 

Attribute Based Encryption 

Scheme in Cloud Computing", 

IEEE Transactions on 

Information Forensics and 

Security, June 2016 [22]  

Shulan Wang, Junwei 

Zhou, Joseph K. Liu, 

Jianping Yu, Jianyong 

Chen  

1. Uses Ciphertext-policy 

attribute-based encryption (CP-

ABE) encryption technology to 

solve the challenging problem of 

secure data sharing in cloud 

computing.  

2. Efficient file hierarchy 

attribute-based encryption 

scheme is proposed in cloud 

computing.  

5 “Privacy-Preserving Multi-

Keyword Ranked Search over 

Encrypted Cloud Data", IEEE 

Transactions on Information 

Forensics and Security, 

January 2014 [5]  

Shulan Wang, Junwei 

Zhou, Joseph K. Liu, 

Jianping Yu, Jianyong 

Chen  

1. Propose two MRSE 

schemes based on the similarity 

measure of “coordinate 

matching" to provide as many 

matches as possible to effectively 

capture the relevance of 

outsourced documents to the 

query keywords while meeting 

different privacy concerns.  

2. “Inner product 

similarity" is used to 

quantitatively evaluate similarity 

measure.  

 

Different Searching Techniques: 
There Are Various Searching Techniques Available, And To Mention A Few Are As Follows: 
Searchable Encryption: It allows users to securely search complete encrypted data through keywords.  
This method supports only Boolean search, without capturing any relevant data.  This approach suffers 
from two main drawbacks when directly applied in the context of Cloud Computing. First one, users 
who do not necessarily have pre-knowledge of the encrypted cloud data, have to post process every file 
got, in order, to find ones most matching their interest; another drawback, regularly getting all files 
containing the queried keyword further incurs unnecessary network traffic, when retrieve more than 
one files. 
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Single Keyword Searchable Encryption: A single keyword searchable encryption schemes usually 
builds an encrypted searchable index such that, it’s content is hidden to the server, unless it is given 
appropriate trapdoors generated via secret key(s). Early work solves secure ranked keyword search 
which utilizes keyword frequency to rank results instead of returning undifferentiated results. However, 
it only supports single keyword search. Where anyone with public key can write to the data stored on 
server, but only authorized users with private key can search. Traditional single keyword searchable 
encryption schemes are usually built in a way by creating an encrypted searchable index. Such indexes 
content will be hidden to the server. The information will be revealed only when the server gives the 
correct trapdoors that are generated via a secret key(s). The main drawback of single keyword-based 
search is that it is not comfortable enough to express complex information needs. 
 
Ranked Keyword Search: Ranked search greatly enhances system usability by returning the matching 
files in a ranked order regarding to certain relevance criteria (eg. keyword frequency) thus, making one 
step closer toward practical deployment of privacy-preserving data hosting services in the context of 
cloud computing. To the best of knowledge it gives a legal status for the first time the problem of 
effective ranked keyword search over encrypted cloud data. Ranked keyword search strongly provides 
system usability by returning the matching files in ranked order concerning to certain relevance criteria, 
thus moving close towards the practical action of privacy preserving data presenting services in cloud 
computing. To achieve design goals investigate the statistical measure approach from Information 
retrieval (IR) and text removal to insert relevance score of each file during the establishment of 
searchable index before outsourcing the encrypted file collection. An IR system allocates a relevance 
score to each and every document and ranks those documents by this score. Relevance score is used to 
build a secure searchable index to properly protect the sensitive information. This technique enables 
data users to find the most related information rapidly, rather than burdensome sorting through every 
match in the content collection. Ranked search can also elegantly eliminate unnecessary network traffic 
by sending back only the most relevant data. For privacy protection, such ranking function, however, 
should not leak any keyword relevant information. Another one, to improve search result accuracy as 
well as enhance user searching experience, it is also essential for such ranking system to support 
multiple keywords search. 
 
Multi-keyword Searchable encryption: Over the years, various searchable encryption approaches 
have been developed to provide the ability for selectively retrieving the encrypted documents through a 
keyword search. Typically, these systems build a secure index structure and outsource it along with the 
encrypted documents to the remote server. Authorized users submit their requests as secret trapdoors 
that are integrated properly with the stored indexing information. The server uses the received trapdoor 
to search over the stored index, and retrieves the matching encrypted documents. However, the 
previous searchable encryption schemes are impractical for real world cloud computing scenarios 
because these systems are designed to handle either a single keyword search or a Boolean search. 
 
Fuzzy Keyword Searchable Encryption: Fuzzy keyword search greatly enhances system usability by 
returning the matching files when users searching inputs exactly match the predefined keywords or the 
closest possible matching files based on keyword similarity semantics, when exact match fails. More 
specifically, it uses edit distance to quantify keywords similarity and develop a novel technique that is a 
wildcard-based technique, for the construction of fuzzy keyword sets. This technique eliminates the 
need for enumerating all the fuzzy keywords and the resulted size of the fuzzy keyword sets is 
significantly reduced. 
 
Plaintext Fuzzy Keyword Search: The importance of fuzzy search has received attention in the 
context of plaintext searching in information retrieval community. The problem is addressed in the 
traditional information access paradigm by allowing user to search without using try-and-see approach 
for finding relevant information based on approximate string matching. At the first glance, it seems 
possible for one to directly apply these string matching algorithms to the context of searchable 
encryption by computing the trapdoors on a character base within an alphabet. This trivial construction 
suffers from the dictionary and statistics attacks and fails to achieve the search privacy. 
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Boolean Keyword Search: Boolean systems allowed customers to specify their information need using 
a combination of Boolean operators AND, OR and NOT. Boolean systems have several disadvantages, 
for example there are no any features of document ranking, and it is very difficult for a customer to 
make a good search request. Thus, the drawback of existing system specifies the important need for new 
techniques that support searching flexibility. 
 
Conclusion: This paper summarizes various searching techniques in the encrypted cloud data. The 
survey on different techniques to search over the encrypted data solves the problem of ranked search 
over encrypted cloud data. All these methods allow users to perform keyword searching while improving 
the security of the user query.  The cloud server performs searching over the encrypted data but server 
does not know the sensitive information behind the data collection. Performing such kind of searching 
causes an increase in the computational cost and the cost associated with communication. The main 
goal of all these methods is to prevent the cloud server from learning the sensitive information from the 
document set, the index file, and the user queries thus protecting user privacy.  From the survey, the 
multi-keyword search technique sounds to be more efficient than the other available searching 
techniques. 
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