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Abstract: The practice of sending confidential message could be traced several thousand years ago. The 
encryption and decryption of information was effectively used in 1900 BC onwards. The adoption of 
simple technique by just shifting the letters by a fixed by him made the readers unreadable and could be 
effectively pass to the receiver for deciphering the same could be traced in during 100-44 BC. Notable 
personalities, like Julius Caesar were conversant with this technique, which could be evidenced by the 
primitive application of this technique in Government communications. 

 
The cryptographic science was very fast developing in 16th Century bilateral cipher code was developed 
by Sir Francis Bacon is major turning point of the Cryptography science. In order to win in any war, 
sending and receiving confidential message is absolutely required, which depends upon the ciphering 
and deciphering of the critical information. The cryptic analysis was extensively made during both 
World War I as well as in World War II. It is possible to identify notable machines used for crypto 
analysis during the World Wars. One being the machine called Enigma developed by Arthur Scherbius 
and another being the Japanese Purpose Machine developed by Herbert O Yardley. The success of  
forces second World War is mainly due to breaking of Crypto Code and designing the war strategies 
accordingly. William Frederick Friedman, who broke the Japan’s World War II Purple Machine, was 
subsequently honored as the father of US cryptanalysis.  
Fried Man showed a new height to crypto analysis by index coincidence and its various applications. 
Federal Bureau of Investigation (FBI) of Government of US has recognized the application of 
cryptography and they established a new office for combating the criminals during 1920 - 30. 
The basic technique of cryptography was also used by business people too. We could see the traces of 
such practices in our village communities while selling their cows. In order to protect the secrets and 
strategies crypto technique was extensively used by commercial organization after World Wars. It is 
possible to identify the various business houses which are using the cryptographic mechanisms, like 
Data Encryption Standard (DES) 
 
Public-key cryptography was first developed by Diffee and Hellman.  Rivest, Shamir, and Adleman in 
1976. The technique developed by them is known as RSA Algorithm. A detailed analysis of RSA 
algorithm was done by the various researchers subsequently. Many have slightly modified RSA 
Algorithm for their convenience and protective usage. 
 
Now-a- days the storing and transmitting sensitive data by using the computers are increasing day by 
day. It is also found that the hawkers and breakers are also multiplied evenly and commits various types 
of offences such as sending computer virus and worms planting program like Trojan House etc. This 
unwanted development threatens the users to use computers. In order to enjoy the new techniques and 
inventions totally secured system are necessarily to be developed. It is felt that  two-fold attempt is 
required to be adopted, one being to develop more protected unbreakable algorithms and other being to 
enact severe legislations to combat such type of offences. 
 
In this paper a preliminary attempt was made to identify a new methodology sending the public key in 
order further strengthen the security system. On the introduction of the new method, the breaking of 
the message will be more difficult as the security measures were increased 
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Review of Literature: A review of the literature of the Cryptographic Science reveals that the subject 
was constantly developing in the last several years. There were pioneers in the this filed during the 
ninetieth century such as  Taniyama-Shimura Conjecture,  Neal Koblitz and Victor Miller and  Andrew 
Wiles ((1993).  
 
A group of three researchers namely Rivest, Shamir and Adelman in MIT invented a public-key 
algorithm and named using their names (RSA) in 1976. Modular arithmetic was extensively used by 
them to develop the algorithm. Their invention on practical public key encryption showed a new ray of 
hope in the Cryptographic Science. After the invention of RSA algorithm, various scientists made 
detailed study for further developing it.   
 
Wagner (2004) developed a new algorithm by using the principles of Chinese reminder theorem (CRT) 
in order to prevent attacks. However it was subsequently established that their proposal is insecure as it 
could be easily broken. 
 
In order to improve the efficiency, various schemes were suggested. One of the most important scheme 
is RSAES-OAEP (RSA Encryption Scheme – Optimal Asymmetric Encryption Padding) suggested by 
Mihir and bellare and Phillip Rogaway  It is a combination of RSA algorithm with the OAEP method.  
 
The scheme was enhanced by Don B. Johnson and Stephen M. Matyas. RSA algoritham was further 
improved by a new scheme called RSASSA-PSS (RSA Signature Scheme with Appendix - Probabilistic 
Signature Scheme). It is an asymmetric signature scheme with appendix combining the RSA algorithm 
with the PSS encoding method. the use multivariate polynomials of degree two in carefully designed 
algorithms for asymmetric cryptography was suggested by Patarin (1996) 
 
Gupta et al (2004) in his Integrating Elliptic Curve Cryptography into the Web’s Security Infrastructure 
stated that RSA is the most popular public-key cryptosystem on the Web today but long-term trends 
such as the proliferation of smaller, simpler devices and increasing security needs will make continued 
reliance on RSA more challenging over time. They offer Elliptic Curve Cryptography (ECC) as a suitable 
alternative and describe our integration of this technology into several key components of the Web’s 
security infrastructure. They also present experimental results quantifying the benefits of using ECC for 
secure web transactions. 
 
Thilagaraj et al (2005) in their paper “Strengthening RSA Algorithm” suggested a new technique by 
repeating the RSA process several times and thereby improving the security.  
 
Chuck Easttom (2017) explored the foundations and mathematics required for RSA algorithm in detail. 
He had also discussed to explore issues with the RSA algorithm that detract from the algorithms 
security. 
 
As the subject is constantly improving it is necessary to revive the RSA methods again and suggest 
further ways to improve it in order to have more confident while sending the data and further 
strengthening the firewall of cipher attack.  Therefore a preliminary attempt is made in the present 
paper to suggest more secured and improved algorithm with the objective to strengthen the security of 
storing and sending confidential data. 
 
Revisiting RSA Algorithm: The basic concepts of RSA algorithm is repeated again in order to further 
developing it. In RSA algorithm the modular arithmetic principles were extensively used. One of the 
important properties of modular arithmetic is the possibility of computing multiplicative inverses.  

This property helps to find a unique integer d, if an integer e is given in the range [0, n-1] such 
that e*d mod n =1            (3.1) 
As an example, if 3 is given it is possible to find a unique number 7 such that 
3 * 7 mod 20 = 1 
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The number of positive that are relatively prime to n is a function denoted as F(n).  

For n =p*q and p, q prime, it can be shown that F(n) = (p-1)(q-1). 

By combining the above, for a number P e [0, n-1], the equation  
C = P

 e
 mod n                                                                                      (3.2) 

 is an inverse of  P = C
 d

 mod n                                                                                     (3.3) 

if  e*d mod n =1 and F(n) = (p-1)(q-1) 
 
Equation (3.2) is used for encryption by several public key algorithms, with e and n as the key. 
Decryption is performed using equation (3.3) with d and n as keys. Since the key (e, n) is public only the 

number d in the decryption pair (d, n) is private. If d is chosen to be relatively prime to F(n) and e is 
chosen as a multiplicative inverse of d, the plain text enciphered using Equation (3.2) can be deciphered 
using d in Equation (3.3). 

 
The above algorithm could be easily explained by simple example. 
Let  
p =2 and q =5 
Then  
n =p*q= 2*5 = 10 and 

F(n)=  (3-1) (11-1) = 2 *10 = 20 
Then a private key d is chosen, which is relatively prime to 20, as two have no common factors.  

If d = 7 then the number e can be derived from 7e mod 20 = 1, which lead to  e = 3.  
 
Now let us see that how it could be effectively used in sending the information 
 
Example of Sending A Message By Using RSA Algorithm 

Let  
p =3 and q =11 
Then  
n =p*q= 11*3 = 33 and 

F(n) = (3-1) (11-1) = 2 *10 = 20 
 
Then a private key d is chosen, which is relatively prime to 20, as two have no common factors.  If d = 7 
then the number e can be derived from 7e mod 20 = 1, which lead to e = 3.  
 
The above parameters can be used to encipher the plain text. For making more simple and easy, the 
plain text letters are obtained by enumerating letters of the English alphabet in sequence starting with A 
=1. (This could be changed with prior arrangement with receiver) Cipher text could be formed by 
encrypting each block of the plain text using the sender’s public key e, which in this case is 3.  
 
Receiver B obtains the original plain text by decrypting the cipher text using its own private key d, which 
is 7 in this example. 
 
If the sender wants to transmit the word “GOD”, he has to make the following computations. 

 

Table 1: Calculations to be made by the Sender 

Letter to 
encrypted 

P P 3 
P 3mod 33 =C 

(The sender will send this number) 

G 7 343 13 

O 15 3375 9 

D 4 64 31 

After making the following computations, the sender will send the code number13, 9 and 31.  
The receiver will receive the code and he has to make the following computations. 
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Table 2: Calculations made by the Receiver 

 

C (The receiver will 
receive this number) 

C 7 C 7mod 33 =P Letter Decrypted 

13 62748517 7 G 

9 4782969 15 O 

31 27512614111 4 D 

 
The receiver receives the decrypted code as “GOD” as detailed above. This algorithm is highly effective 
in sending the information. It is felt the mathematical calculations are more though not complex, which 
could be easily dealt by modern computers. 
 
A preliminary attempt is made in this paper, to send the information with the objective to have more 
security. 
 
At present the public key is available to all users and it could be linked with the private key for 
deciphering the code. Instead of making available the public key in general it could also be kept 
confidential and to be forwarded to the sender as confidential. The above modification will improve the 
security of the system. 
 
In the above example, the receiver has private key as 7 and public key is 33. In the proposed scheme the 
public key 20 which is available to all users will be made secret and will be used by the user alone. This 
could be forwarded by using RSA Algorithm to the receiver who will use it for deciphering the code.  
 
The users could derive innumerable benefits by using this technique. The security have been increased 
several times and it is very difficult to break compare to the earlier proposed scheme in RSA algorithm. 
Unless the earlier public key which is made private now known to the breakers it is very difficult to 
break. Therefore in the proposed scheme, there will not be any public key and each user will be provided 
a separate key which could be used by him alone. No doubt the proposed scheme will enhance the 
security of the RSA algorithm. 

 
Conclusions: A preliminary attempt was made in this paper to improve the strengthening of RSA 
algorithm by making public key as a private key. This did not require any complex mathematical 
calculation except sending the earlier public to the user alone. It is no doubt that RSA is an effective 
asymmetric algorithm The elliptic curve cryptography is fastly growing though there are many 
difficulties exists. However RSA algorithm with the suggestion made in this paper could effectively used 
till more effective cryptographic algorithm found. 
 
The second major issue relating to strengthening of the law relating to cryptography was not discussed 
in this paper. It is time for making a detailed analysis of various types of computer crimes committed by 
the hawkers and breakers and it is suggested to enhance the punishment in order to combat such type 
of offences after making a detail victim analysis. It is not suffice to strengthen the security alone It will 
never solve the problems created by the offenders. The effective combating of the crimes is also equally 
important and it is the time for the law enforcement to take further course of action in this regard. 
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