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Abstract: With rapid development of cloud computing, more and more enterprises will outsource their 
sensitive data for sharing in a cloud. To keep the shared data confidential against untrusted Service 
Providers (CSPs), a natural way is to cloud store only the encrypted data in a cloud. The key problems of 
this approach include establishing access control for the encrypted data, and revoking the access rights 
from users when they are no longer authorized to access the encrypted data. This paper aims to solve 
both problems. First, we propose a Hierarchical Attribute Based Encryption scheme (HABE) by 
combining a Hierarchical Identity Based Encryption (HIBE) system and a Cipher text-Policy Attribute-
Based Encryption (CP-ABE) system, so as to provide not only fine-grained access control, but also full 
delegation and high performance. Then,   propose a scalable revocation scheme by applying proxy 
encryption and lazy encryption to the HABE scheme, so as to efficiently revoke access rights from users. 
Therefore, both ciphertext storage and time cost of encryption are saved. The proposed scheme has an 
advantage that users can decrypt all authorization files by computing secret key once. 
 
Keywords: Cloud Service Provider, Hierarchical Attribute Based Encryption , Hierarchical Identity 
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Introduction: Cloud computing is one of essential foundation that allows organizations to shift from 
usual data storage and preserve within organization borders with cost valuable. These days the majority 
of IT industry/ organization utilize cloud infrastructure extensively and offer mutual right to use of 
network resources and data to clients. Cloud functioning has verify speedy development as it activates at 
quick speed and needs extremely fewer preservation. The cloud service model provides services to users 
as per their requirement. So any Organization can select service as their require to rally its necessity. 
Virtualization of hardware and its obtainablity decreases dependency and asset on needed hardware. 
Cloud application programming interface (API) permits developers and clients to right to use cloud 
services powerfully. Users can attach to cloud services through a web services using web browsers so 
right to use to cloud services are independent on a particular position and machine. Share of data and 
need resources on cloud computing permits to raise user productivity by decreasing system reaction 
time. As data safety is an main feature of the organization data sharing and deployment model of cloud 
computing can be valuable used to raise the difficulty point of protection.  
 
Nowadays in market cloud computing provide dissimilar service oriented models have existing, models 
like 1) IaaS-Infrastructure as a Service, 2) PaaS-Platform as a Service, and 3) SaaS-Software as a Service. 
Several trade cloud computing systems have been built at altered levels, e.g., Amazon’s S3 [3], Amazon’s 
EC2 [2], and IBM’s Blue Cloud [4] are IaaS systems, while Engine Yard[3], Google App Engine [5] and 
Yahoo Pig are representative PaaS systems, and Google’s Apps [6] and Salesforce’s Customer Relation 
Management (CRM) System [7] belong to SaaS systems.  
 
One of the important security concerns is data privacy and data security in cloud computing because of 
its Internet-based data storage and management. In cloud computing, data users have to provide data to 
the cloud service provider for storage and various business operations, while the cloud service provider 
is usually a third party which cannot be totally trusted. Data is very important property for any 
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organization, and users will face serious problems if its confidential data is reveal to their competitors or 
the public. Thus, cloud users initially want to make sure that their data are kept secret and confidential 
to the cloud provider and their potential competitors. This is the first data security requirement. 
 
Access control is one of the classic security concept and different access control models have been 
proposed. One of them, Bell-La Padula (BLP) [10] and BiBa [11] are two security models. To achieve 
flexible and fine-grained access control, a number of schemes [2],[12]–[15] have been proposed more 
recently. All these schemes are applicable where the data owner and the service provider must in same 
domain. Since every time data owner and service provider not in the same domain in cloud computing 
,a new access control model come in focus attribute based encryption [16] it is proposed by Yu et al.[17], 
that model is called Key policy attribute based encryption(KP-ABE) KP-ABE supports fine grained access 
control. However, KP-ABE have some limitation it it falls in flexibility in attribute management and also 
lack in dealing with multi-level attribute authentication. Ciphertext- policy attribute based encryption 
(CP-ABE)[18] which support the KP-ABE limitations. In this system, a ciphertext-policy attribute based 
encryption (CP-ABE,) scheme by Bobba et al. [19] with a hierarchical structure of system users, where 
encryptions perform by Rijndael encryption algorithm. 
 

Our Contributions: In this study, an efficient encryption scheme based on layered model of the access 
structure is proposed in cloud computing, which is named file hierarchy CP-ABE scheme (or FH-CP-
ABE, for short). FH-CP-ABE extends typical CP-ABE [11] with a hierarchical structure of access policy, so 
as to achieve simple, flexible and fine-grained access control. The contributions of our scheme are three 
aspects. 

· First, we propose the layered model of access structure to solve the problem of multiple hierarchical 
files sharing. The files are encrypted with one integrated access structure. 

· Second, we also formally prove the security of FH-CP-ABE scheme that can successfully resist Chosen 
Plaintext Attacks (CPA) under the Decisional Bilinear Diffie-Hellman (DBDH) assumption. 

· Third, we conduct and implement comprehensive experiment for FH-CP-ABE scheme, and the 
simulation results. 

 
Hierarchical Identity-Based Encryption: The Identity-Based Encryption (IBE) system introduced by 
Boneh and Franklin, (2001), where every user get private key by the private key generator (PKG) who 
distribute private keys to each user that is in practical for large scale network because PKG has a 
overloaded by creating private key for each user and distribute it[8]. Gentry and Silverberg (2002), who 
find the solution to reducing the overhead of the root PKG, by introducing a scheme HIBE, Their 
scheme with collusion resistance at an arbitrary number of levels has select ciphertext security under the 
random oracle model and the Bilinear DiffieeHellman (BDH) assumption. A construction of Boneh and 
Boyen (2004) proposed a HIBE system along with selective-ID security under the BDH consideration 
without random oracles. In these constructions, the length of Private Key and ciphertext, as well as the 
time required to encryption and decryption grows linearly with the depth of the hierarchy. For better 
performance, Boneh et al. (2005) proposed an efficient HIBE system which used only a constant number 
of bilinear map operations during decryption and a constant length of ciphertext. Using identity-based 
broadcast encryption with key randomization Gentry and Halevi (2009) proposed a fully secure HIBE 
scheme, and using a dual system encryption Waters (2009) achieved full security in systems. 
 
Attribute-Based Encryption: The notion attributes based encryption initially introduced by Sahai and 
waters in 2005[3]. Referring ABE Goyal et al. 2006 proposed a fine-grained access control attribute based 
encryption using monotonic access structure. That scheme is classifies as Key-policy attribute based 
encryption (KP-ABE) where the attribute are describe the ciphertext and access structure is specified in 
the private key. A succeeding construction by Ostrovsky et al. (2007) it allows for non-monotonic access 
structures. Bethencourt et al. (2007) work on a ciphertext-policy ABE (CP-ABE) scheme, in which the 
roles of the ciphertext and keys are switch in contrast with the KP-ABE scheme. Muller et al. (2008) 
introduced an efficient distributed attribute-based encryption (DABE) scheme which use Disjunctive 
Normal Form (DNF) policy during the bilinear map operations to perform decryption. Both of the above 
mentioned CP-ABE schemes provide a security under the random oracle model and the generic bilinear 



Mathematical Sciences International Research Journal Volume 7 Spl Issue 3                  ISSN 2278-8697 

 

 
Journal Published by IMRF Journals | Jan 2018 Edition                                                          |    104  

group model. Scheme is proposed for secure data sharing in cloud servers by using a conjunctive Fuzzy 
and Precise Identity-Based Encryption (FPIBE). The FPIBE scheme is work efficiently to achieve a 
flexible access control, by partitioning the access control policy into two parts: an attribute-based access 
control policy and a recipient identity (ID) set. Using the FPIBE scheme, a data owner can encrypt data 
by specifying a recipient ID set, or an access control policy over attributes, so that only the user whose 
ID belonging to the ID set or attributes satisfying the access control policy can decrypt the 
corresponding data. However, the technique in Yu et al (Boneh et al., 2005) cannot be applied directly to 
combine PRE and CP-ABE Since in KP-ABE, access structure is basically associated with data other than 
the users attribute key. The Wang et al., (2010) and Yu et al.(2010a) is the first introduce combination of 
CP-ABE and PER technique. The limitations of the scheme are as follows: the CP-ABE scheme 
implemented only considering “AND” semantic in the access control and does not support key 
delegation, and the former lack of security proof for the encryption scheme and decryption for the 
revocation scheme. 
 
Literature Survey: Proxy re-signature scheme, which satisfies the property of blockless verifiability and 
non-malleability. Proxy re-signatures, first proposed by Blaze et al., allow a semi-trusted proxy to act as 
a translator of signatures between two users. In this paper, to improve the efficiency of user revocation, 
we propose to let the cloud to act as the proxy and convert signatures for users during user revocation. 
 
In cryptography, a secret sharing scheme is a method for distributing a secret amongst a group of 
participants, each of which is allocated a share of the secret. The secret can only be reconstructed when 
the shares are combined together; individual shares are of no use on their own. More formally, in a 
secret sharing scheme there is one dealer and n players. The dealer gives a secret to the players, but only 
when specific conditions are fulfilled. The dealer accomplishes this by giving each player a share in such 
a way that any group of t (for threshold) or more players can together reconstruct the secret but no 
group of less than t players can. Such a system is called a (t,n)-threshold scheme. A popular technique to 
implement threshold schemes uses polynomial interpolation. This method was invented by Adi 
Shamir in 1979. 
 
Blowfish Algorithm is a symmetric key algorithm which was developed in 1993 by Bruce Schneier. Its 
working is almost similar to DES but in DES key size is small and can be decrypted easily but in Blowfish 
algorithm the size of key is large and it can vary from 32 to 448 bits. Blowfish also consists of 16 rounds 
like DES. Blowfish algorithm can encrypt data having size multiple of eight and if the size of the message 
is not multiple of eight than bits are padded. Blowfish algorithm also 64 bits of plain text is divided into 
two parts of size 32 bits. One part taken as the left part of message and other is right part of message. 
The left part is XOR with the elements of P-array which creates some value, then that value is passed 
through transformation function F. The value originated from the transformation function is again XOR 
with the other half of the message i.e. with right bits, then F| function is called which replace the left half 
of the message and P replace the right side message. 
In Diffie Hellman Key Exchange, a shared secret key established, that is used that is used for 
communication over the public network. In Diffie Hellman Key Exchange Algorithm. Sender and 
Receiver picks two secret numbers and these numbers are known to both sender and receiver. Let the 
number selected by sender is Ns and number selected by receiver is Nr then sender and receiver will 
generate a secrete key by calculating Ta .  
              Ts= gsr mod p  
              Here, g =|p|  
              p is a large prime number  
              g < p  

After calculating Ts and Tr, sender and receiver will exchange their values with each other, if 
they find that both the values are same, then communication starts. 
Functioning of RSA is based on multiplication of two large numbers. Two large prime numbers are 
generated and multiplied. After multiplying two numbers, modulus is calculated the number that is 
generated is used as the public and private key. The two numbers that are used for multiplication-one of 
them is public other is private. Steps for RSA algorithm:-  
a) Divide the large message into small number of blocks where each block represents the same range.  
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b) By raising the e
th

 power to module n encrypt the message.  
c) Decryption of message increase another power d module n. 

 
System Design: In this study, an efficient encryption scheme based on layered model of the access 
structure is proposed in cloud computing, which is named file hierarchy CP-ABE scheme (or FH-CP-
ABE, for short). FH-CP- ABE extends typical CP-ABE with a hierarchical structure of access policy, so as 
to achieve simple, flexible and fine-grained access control. The contributions of our scheme are three 
aspects. Firstly, we propose the layered model of access structure to solve the problem of multiple 
hierarchical files sharing. The files are encrypted with one integrated access structure. Secondly, we also 
formally prove the security of FH-CP- ABE scheme that can successfully resist chosen plaintext attacks 
(CPA) under the Decisional Bilinear Diffie-Hellman (DBDH) assumption. Thirdly, we conduct and 
implement comprehensive experiment for FH-CP- ABE scheme, and the simulation results show that 
FH- CP-ABE has low storage cost and computation complexity in terms of encryption and Decryption. 
 
Benefits: 
§ CP-ABE feasible schemes which has much more flexibility and is more suitable for general 

applications 
§ Multiple hierarchical files sharing are resolved using layered model of access structure. 
§ In proposed system both ciphertext storage and time cost of encryption are saved. 
§ The proposed scheme has an advantage that users can decrypt all authorization files by computing 

secret key once. Thus, the time cost of decryption is also saved if the user needs to decrypt multiple 
files. The computation cost of decryption can also be reduced if users need to decrypt multiple files 
at the same time. 

 

 
 
Data provider: The data provider (e.g., David) first decides the users (e.g., Alice and Bob) who can 
share the data. Then, David encrypts the data under the identities Alice and Bob, and uploads the 
ciphertext of the shared data to the cloud server. 
 
Cloud user: In this module, either Alice or Bob wants to get the shared data, she or he can download 
and decrypt the corresponding ciphertext. However, for an unauthorized user and the cloud server, the 
plaintext of the shared data is not available. In some cases, e.g., Alice’s authorization gets expired, David 
can download the ciphertext of the shared data, and then decrypt-then-re-encrypt the shared data such 
that Alice is prevented from accessing the plaintext of the shared data, and then upload the re-encrypted 
data to the cloud server again. 
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Key authority: By delegating the generation of re-encryption key to the key authority, the ciphertext 
size of their scheme also achieves constant. However, to this end, the key authority has to maintain a 
data table for each user to store the user’s secret key for all time period, which brings storage cost for 
key authority. 
 
Performance Evaluation: To validate statistical analysis presented in these subsection, we implement 
FH-CP-ABE scheme based on the CPABE toolkit and the Java Pairing-Based Cryptography. 
 

 
Where , 
A -> Encryption time of CP-ABE 
B-> Encryption time of FH-CP-ABE 
C->Decryption time of CP-ABE 
D->Decryption time of FH-CP-ABE 
 
Conclusion: In this study, an well-organized encryption proposal based on layered model of the right to 
use formation is suggested in cloud computing, which is named file hierarchy CP-ABE scheme (or FH-
CP-ABE, for short). FH-CP- ABE broaden usual CP-ABE with a hierarchical structure of right to use 
policy, so as to attain simple, elastic and fine-grained right to use control. The involvements of the 
proposal are three features. First, it suggests the layered model of right to use formation to solve the 
difficulty of several hierarchical files sharing. The files are encrypted with one join together right to use 
formation. Second, it also properly confirm the protection of FH-CP- ABE proposal that can fruitfully 
resist Chosen Plaintext Attacks(CPA) under the Decisional Bilinear Diffie-Hellman(DBDH) assumption. 
Third, it perform and execute wide-ranging trial for FH-CP- ABE proposal, and the reproduction 
outcomes illustrate that FH- CP-ABE has little storage fee and calculation difficulty in terms of 
encryption and Decryption. 
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