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Abstract: In cloud computing growth, the management of trust element is most challenging issue. 
Cloud computing has produce high challenges in security and privacy by the changing of environments. 
Trust is one of the most concerned obstacles for the adoption and growth of cloud computing. The 
expectations of every clients are innovative, exceptional IT/ Business solutions, outstanding customer 
service, increased flexibility and greater value. Although several solutions have been proposed recently 
in managing trust feedbacks in cloud environments, determining the credibility of trust feedback is 
mostly neglected. In this work the system proposed a Cloud Armor, a reputation-based trust 
management framework that provides a set of functionalities to deliver Trust as a Service (TaaS). “Trust 
as a Service” (TaaS) framework improves ways on trust management in cloud environments. This layer 
consists of different cloud service providers who offer one or several cloud services, i.e., 
IaaS(Infrastructure as a Service), PaaS (Platform as a Service), and SaaS (Software as a Service), publicly 
on the web (more details about cloud services models and designs can be found). These cloud services 
are accessible through web portals and indexed on web search engines such as Google, Yahoo, and 
Baidu. Interactions for this layer are considered as cloud service interaction with users and Trust 
Management System. Trust Management has been distinguished as indispensable segment for building 
up and keeping up fruitful social trades between internet business exchanging accomplices in cloud 
environment. The approaches have been validated by the prototype system and experimental results 
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Introduction: Cloud computing refers to the development where the internet is used for services such 
as storage, servers and applications. So whereby many businesses have storage set up on their PC’s hard 
drives (local storage), cloud computing means that the communications can be shared and accessed 
from other places via the internet. So, basically cloud truly now means ‘through the internet.’ The Cloud 
is all about easy teamwork. Other services that we will also have heard of are Google Drive or Microsoft 
One Drive which operate through the same principle. We can distribute and alter files with persons a lot 
easier than if we had to keep sharing via email for example. Protection is a major worry with every area 
of file storage, whether cloud base or not, so to protect our business it is advisable to go with a company 
that comes with a high reputation and good security features. Different companies give a variety of 
letters and we will normally have to pay a lot more to get really good security features, but it will be 
useful if it means we don’t contain data stolen. 
 
Cloud Armor Framework: The Cloud Armor structure is based on the Service Oriented Architecture 
(SOA), which delivers trust as a service. SOA and web services are one of the most important enable 
technologies for cloud computing in the sense that resources (e.g., infrastructures, platforms, and 
software) are exposed in clouds as services. In particular, the trust management service spans several 
distributed nodes that expose interfaces so that users can give their feedbacks or inquire the trust 
results. 
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The Cloud service provider layer: This layer consists of different cloud service providers who offer one 
or several cloud services, i.e., Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and 
Software as a Service (SaaS), publicly on the web (more details about cloud services models and designs 
can be found in.  These cloud services are accessible through web portals and indexed on web search 
engines such as Google, Yahoo, and Baidu. Interactions for this layer are considered as cloud service 
interaction with users and TMS, and cloud services advertisements where providers are able to advertise 
their services on the web. 
 
The trust management service layer: This layer consists of several distributed TMS nodes which are 
hosted in multiple cloud environments in different geographical areas. These TMS nodes expose 
interfaces so that users can give their feedback or inquire the trust results in a decentralized way. 
Interactions for this layer include: i) cloud service interaction with cloud service providers, ii) service 
advertisement to advertise the trust as a service to users through the Internet, iii) cloud service 
discovery through the Internet to allow users to assess the trust of new cloud services, and iv) Zero-
knowledge credibility proof protocol interactions enabling TMS to prove the credibility of a particular 
consumer’s feedback. 
 
Identity Management service: Since trust and identification are closely related, we believe that IDM 
can facilitate TMS in the detection of Sybil attacks against cloud services without breaching the privacy 
of users. When users attempt to use TMS for the first time, TMS requires them to register their 
credentials at the trust identity registry in IDM to establish their identities. 
 
Literature Survey: 
A. Balu and K. Kuppusamy [1] facilitated Cipher text-Policy and Attribute-Based Encryption (CP-ABE) 
which allows encrypting information below an access policy, particular as a rational permutation of 
attributes. Such cipher texts are capable of being decrypted by a person through the rest of attributes to 
satisfy the entry policy. We suggest a Cipher text-Policy Attribute-Based Encryption, which is based on 
top of a current furtive contribution scheme called Linear Integer Secret Sharing Scheme (LISS). During 
this scheme, the encryptor can identify the entrance policy in provisions of LISS matrix M, more than 
the attributes in the system. The design is selectively protected below Decisional Bilinear Diffie–
Hellman (DBDH) assumption. 
 
D. Boneh et al [2] established a tiny autograph from the Weil coupling. Magazine of Cryptology among 
a tiny autograph design based on the Computational Diffie–Hellman hypothesis on guaranteed elliptic 
and hyper elliptic curves. In favour of criterion sanctuary parameters, the autograph extent is in relation 
to half that of a DSA autograph with a related stage of precautions. Our tiny autograph method is 
considered for systems where signatures are typed in by a human being or are sending in glut of a low-
bandwidth channel. We investigate a quantity of properties of our autograph method such as autograph 
aggregation along with group certification. 
 
M. Chase and S. S. Chow [3] introduces in recovering privacy and safety in multi authority attribute-
based encryption. Proceedings of the 16th ACM Conference on Computer and Communications Security 
Attribute based encryption (ABE) determines decryption capability based on a client’s attribute. In a 
multi-authority ABE method, compound attribute-authorities scrutinize dissimilar set of attribute and 
topic analogous decryption key to user furthermore encryptors are able to necessitate that a client 
acquire key for apposite attribute on or after every influence earlier than decrypting a message. Chasing 
gives a multi-authority ABE method via the concepts of a reliable central authority (CA) and global 
identifiers (GID). Yet, the CA in that production has the authority to decrypt each cipher text, which 
seems one way or another ambiguous to the inventive target of distributing have power over a lot of 
potentially untrusted authorities. Additionally, with the purpose of production, they make use of a 
reliable GID endorsed the authorities to mingle their information to fabricate a complete outline with all 
of a user’s attributes, which unreasonably compromises the isolation of the client. In this document, we 
intend a resolution which removes the confidential vital power, and protects the users’ isolation by 
preventing the system from pooling in sequence taking place on exact clients; therefore building an ABE 
is further working into preparation. 
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M.Belenkiyetal [4] mentions Randomizable proof and delegatable unidentified recommendation. We 
can build a well-organized delegatable unspecified identification structure. Clients can be kept in secret 
along with unlinkably gain qualifications on or after at all influence, hand over their qualifications 
towards previous clients, as well as establish ownership of an official document L levels missing since a 
known influence. The dimension of the verification (also instance towards to calculate it) be O (Lk), 
anywhere k be the defense constraint. No more than previous production of delegatable unidentified 
qualifications (Chase along with Lysyanskaya, Crypto 2006) relies on top of universal non-interactive 
proofs for NP-complete language of dimension kΩ (2L). We modify the complete loom to construct 
unidentified qualifications in addition to recognize randomizable zero-knowledge verification of 
information system because the input structure building block. We officially classify the concept of 
randomizable non-interactive zero-knowledge proof, and offer the initial illustration of forced 
rerandomization of non-interactive zero-knowledge proof beside a third-party. Our construction uses 
Groth-Sahai proofs (Eurocrypt 2008).  
 
J. Bettencourt et al [5] works with Cipher text-policy attribute based encryption. IEEE conference 
happening defence in addition towards isolation, page within some scattered system a client must 
merely exist competent to contact information but a client possess a definite position of qualifications or 
else attribute. Though, but some server stores the information is to be compromised, subsequently the 
privacy of the information force be there to compromise. This document represents a scheme used for 
realize composite admission control on top of encrypted information with the intention of we describe 
Cipher text-Policy Attribute-Based Encryption. Besides by means of our technique encrypted 
information is able to be reserved classified still but the storage space server is untrusted; likewise, our 
method be protected beside consent attack [6]. Before Attribute Based Encryption system used 
attributes towards explain the encrypted information furthermore it build policy interested in user’s key; 
while in our system attributes are used to describe a client’s credentials, as well as a party encrypts a 
data and it determine a strategy intended for who can be able to decrypt [7-10]. Therefore, our methods 
are theoretically earlier to conventional admission and it manages methods such as Role-Based Access 
Control (RBAC). In accumulation, we offer an execution of our scheme along with it provide 
presentation dimensions. 
 
System Design: Cloud service users opinion is a excellent supply to judge the overall reliability of cloud 
services. Here novel techniques are used to help in detecting reputation based attacks and allow user 
successfully identify trustworthy cloud services [11-15]. Credibility model not only identifies confusing 
trust feedbacks from collusion attacks but also detects Sybil attacks no matter these attacks take place in 
a long or short period of time (i.e., strategic or occasional attacks respectively). And also develop an 
availability model that maintains the trust management service at a desired level. Propose a multi-
faceted Trust Management (TM) system architecture for cloud computing to help the cloud service 
users to identify trustworthy cloud service providers. 
 

 
Fig.1  Architecture Diagram 
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User Registration: Users are the main entity in our system. At first the user wants to register their 
identification in the related system. These identifications include personal information about users like, 
name, date of birth, address, contact number etc... This personal information is stored in Identity 
Management Services. This acts like a database in this manner. After this registration only, the user can 
use all the services provide from cloud. But this information is stored very securely. We need to protect 
the user’s confidentiality from unauthorized actions. 
 
Upload Services: Cloud service provider is in charge for given that useful service to the user. Their 
services are classified into three categories. These are, Infrastructure As a service, Platform As a Service, 
Software As a Service. Under these three categories, the CSP upload the services for users. This 
information can be stored in Identity management Service.  
 
Send Feedback: After uploading the services, the user can use these services from the cloud. To use 
these services, the user needs to store their identification in IDM services. Then the user can share their 
judgment to the cloud about to the services. This response also stored in the identity management 
Services. These IDM services store the user information according to their response service.  
 
Feedback Collusion Detection: Trust Management Service is the one, which use all the details stored 
in the IDM for check the user’s authority. Users have a limit to send the feedback for a service. There is a 
threshold value for that. If they cross the limit, we can identify if they are trying to increase/decrease the 
service rate. Suppose they cross the limit, the trust management service separate them from the users 
list. This process is called as feedback collusion detection. These records are viewed by trust 
management service. Our TMS service cross checking the user’s credentials. Some credential of user’s 
are cannot to change like date of birth, mobile number, mail id. Using that similarity, the TMS can 
found the unauthorized users [16-20]. 
 
Performance Evaluation: 
 

 
 
Conclusion: From this Cloud Armor reputation based trust management system for cloud server has 
been implemented. Here novel techniques are used to help in detecting reputation based attacks and 
allow user successfully identify trustworthy cloud services. Launch a reliability model that not only 
identifies misleading trust feedbacks from collusion attacks but also detects Sybil attacks no matter 
these attacks take place in a long or short period of time (i.e., strategic or occasional attacks 
respectively). And also develop an availability model that maintains the trust management service at a 
desired level.  
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