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Abstract: India has become the fastest growing economy in the world. The banking industry in India 
has also been growing at a phenomenal rate since economic liberalization in 1991.  But unfortunately, 
bank frauds are also growing, only at a much faster rate. The latest is the fraud at India’s second largest 
government owned bank, Punjab National Bank (PNB).  PNB was defrauded by a group of unscrupulous 

business men to the tune of $ 2 billion (₹12 600 crores).  This paper is a case study based analysis of this 
huge fraud that went on undetected for seven years from 2011.  From this study it is evident that banking 
system, regulators and the government in India have not learned from the past. This paper tries to 
identify the causes that allow such frauds and what needs to be done to prevent them.  
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Introduction: Technology had contributed significantly to the growth of banking sector globally, but it 
is also helping fraudsters in stealing money from banks.  Banks play a very important role in the 
economic development of any country. Indian banking system has undergone a lot of change since 
independence.  Indian banking sector has witnessed a phenomenal growth following economic 
liberalization in 1991. Unfortunately bank frauds have grown much faster. In the last decade no year has 
passed without a major bank fraud in India. The design of the paper is as follows. Section two that 
follows discusses the methodology, section three is a brief literature review, section four discusses the 
history of banking in India, section five discusses frauds in Indian banking industry, section six is the 
case study of Punjab National Bank, section seven is the discussion and findings from the case, section 
seven lists the recommendations and section eight concludes the paper.   
 
Methodology: The present study is designed to analyze the bank frauds in India using case study based 
approach.  Study of bank frauds in India reveals that all of them exhibit some common characteristics. 
Corruption, poor controls, systemic failures, political interference, slow moving judicial system, poor 
implementation of legal frame work, poor auditing,  and  employee collusion are some of them. Most of 
these factors cannot be explained adequately through quantitative studies. Further, case studies can be 
considered as natural experiments, while dealing with complicated issues such as bank frauds. Case 
study approach allows researchers to deal multiple factors and stakeholders in a comprehensive manner 
(Lee, 1989), in areas like bank frauds. Case study research can be used in theory testing (Darke and 
Shanks, 1997).  The present study analyzed the factors that helped in perpetuation of PNB bank fraud 
and what needs to be done to prevent such frauds in future.   
 
Literature Review: The incidence of bank fraud in recent times seems to be a rather pervasive 
phenomenon. Bank fraud are now becoming a global phenomenon (Olatunji, 2009). Fraud is a 
worldwide phenomenon that affects all countries and all sectors of the economy (Bhasin, 2016a). Reserve 
Bank of India (RBI) classifies banks frauds into three categories, deposit related frauds, advances related 
frauds and service related frauds.(RBI, 2017).Khanna & Arora (2009) investigated the reasons for bank 
frauds and the implementation of preventive security controls in Indian banking industry, came to the 
conclusion that the implementation of internal control systems is very poor in Indian banks. Singh, RBI 
Chair and professor and others from Indian Institute of Management, Bangalore studied frauds in the 
Indian banking industry and came to the following conclusions. Public sector banks had a higher 
proportion of advance related frauds compared to the private sector banks.  While the amount involved 

in frauds increased 324 percent in three years from 2011 to 2014, the big ticket fraud, involving ₹ 50 crore 
(US $ 7.69 million) and above has increased tenfold. Public sector banks are reluctant to declare frauds 
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in spite of clear evidence. (Singh et al, 2016). Deloitte’s (2015)  in their study ‘Indian Banking fraud 
survey edition II’ identified ‘Lack of oversight  by line managers or senior management on deviations 
from existing processes, business pressure to meet unrealistic targets, lack of tools to identify potential 
red flags,  and collusion between employees and external parties’ as the top reasons  for increase in the 
fraud incidents.  According to Gandhi (2015) Deputy Governor of RBI, the consequences of bank fraud 
can be detrimental to other customers interests also, as bankers reactions include withdrawal from 
lending, being risk averse, losing confidence in documentary credit, excessive collateralisation or 
documentation, demands on personal guarantees, collapse of need based lending systems’. Banks may 
also resort to hiking interest rates to recover their losses. Mundra  (2016),   Deputy Governor of RBI 
highlighted the potential for fraud if theSWIFT system is not connected to the bank’s   Core Banking 
System (CBS).  A study by Kaveri (2014) found that advance related frauds account for 64% of total 
amount involved in frauds in India. The  advanced related frauds include submission of false documents, 
removal of goods pledged,  availing loans  by providing fake certificates, Using the same security for 
getting loans from many banks, to name a few. Issuing of LOUs/ Guarantees without recording in the 
branch books is one such fraud. Bhasin’s  (2016b)  study found that that limited separation of duties, 
false documentation, inadequate and nonexistent controls  account for 60% of bank fraud in India. His 
study found that in 45 percent of cases professional and managerial employees are involved. Weak 
internal control systems increase the likelihood of frauds (Albrecht, 1996). Al-Weshah et al (2011) in a 
study of Jordanian banking system found in-house audit units are more effective compared to outsiders 
in fraud prevention. Owolabi ( 2010) studied the frauds in Nigerian banking industry  and found that 
1283 bank employees were involved in bank frauds between 2002 and 2006. 916 of them or 71.39 percent 
were found to be manager’s accountants and executive assistants. Wilson (2006) studied the causes 
behind collapse of Barring bank and identified failure of financial and operational controls, and 
Management the main causes.  
 
History of Banking in India: Reserve Bank of India, the ‘Central bank’, was established by Reserve 
Bank of India (RBI) Act 1934 and commenced operations from April 01, 1935 (RBI, 1934). The Indian 
banking industry after independence has evolved in three phases. The first phase was from 1947 -1960. 
During this period Government of India was socialistic in its policies and left leaning. During 
1955,Imperial Bank of India was nationalised and renamed as ‘State bank of India’. On 20 July 1969, the 
then Prime Minister  of India, Indira Gandhi nationalized fourteen private sector banks and this was 
followed by another round of nationalization in 1980, during which period eight more commercial banks 
were nationalized. However during this period banking industry witnessed total control by government. 
Some economists termed this period as ‘Financial Repression’.  Government of India initiated economic 
reforms in 1991 and set up Narasimhan committee and other committees to recommend banking sector 
reforms(Mohan & Ray, 2017) and implemented many of the recommendations by these committees. 
From 1990s and foreign banks were allowed in India. As a result of this from the year 2000, banking 
industry has grown in both volume of operations and geographical coverage.  The number of banks 
increased to 27 Pubic sector banks owned by Government of India, 22 private sector banks and 41 
foreign sector banks. However along with the growth in the banking industry, the frauds have also 
increased.  
 
Frauds in Indian Banking Industry: Bank frauds have become pretty common in India. Fraud in 
Indian baking systems as a whole is growing.  Loan or advance fraud happens to be the largest group of 
frauds committed on Indian Banks.  Loan frauds happen when the borrower intentionally tries to 
deceive the lending bank and does not repay the loan. RBI data  obtained by Reuters reveals that during 
last five  financial years, starting from April  2012 to  March 2017, state   owned banks alone, have 

reported 8, 670 loan fraud cases totalling to ₹612.6 billion ( $ 9.58 billion). According to this report, in 
the year 2017, while the total public sector bank lending has increased to a peak of US $ 149. Billion, the 
loan frauds have grown to US $ 27.1 billion from 9.78 billion in the year 2012-13, without including the 
present PNB fraud (Shah & Tripathy, 2018).  Chakravarthy (2018), quoting Trans Union CIBIL credit 
rating agency reports that the total amount outstanding to Indian banks from wilful defaulters has 

grown from ₹28, 416.95 crores ( $ 4.37 billion) as of September 30, 2013 to ₹ 1.1 trillion ( $ 16.9 billion) by 
September 30, 2017 at a compounded annual growth rate (CGAR) of 40.82%. Wilful defaulters are people 
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with outstanding loans of over₹25 Lakhs ($ 38,400)  and who have defaulted their loan payments to 
banks, and  not willing to honour their commitment to banks in spite of having means to do so, for 
which lawsuits have been filed. As on September 30, 2013 the share of public sector banks, in the 
outstanding amount from wilful defaulters, was 32.8%, which has gone up to 58.7% by the end of 2017, at 
a CGAR of 62.92%. For PNB the corresponding CGAR figure is 95.13%,   for private banks it is 25.67 % 
and for the foreign banks operating in India, the amount is so small to be material.  
 
Another study by Indian Institute of management (Singh et al, 2016) estimated that between 2012 and 
2016, public sector banks in India have lost US $ 227.43 billion due to fraud.  Replying to a question on 
bank frauds in the upper house, India’s Minister of State for Finance   stated the total fraud at all banks 

in India for the year 2016-17 was a staggering  ₹23,902.63 crore. ($ 3.6 billion). PNB is on the top of that 

list. During 2016-17, PNB has lost a total of ₹ 2808.27 crores ($ 432 million) due to fraud, which means 

that the bank was losing ₹7.7 crore($ 1.2 million) every single day of its operation, due to fraud. State 
bank of India, which is the largest public sector bank, has also lost ₹2422.37 crore ($372 million) during 

the same period. (Bhattacharya, 2018).  PNB has also the distinction of declaring a loss of  ₹8999.17 
crores  ($1.38 billion) due to frauds in the last five years leading to 2016-17.  Not only this is highest 

among public sector banks, but also PNB was losing ₹ 5 Crores ($ 769 million) every day due to frauds 
during this period.  State Bank of India lost $ 6228.01 crores  ($ 0.95 billion) during the same period. 
According to RBI ’s ‘Financial Stability Report’ June 2017, financial sector frauds have risen 72% in the 
last five years between 2012 and 2017.  
 
The state run banks are now reeling under the burden of soured loans to the tune of US $ 147 billion. 
The non-performing assets (NPAs) of Indian banks have reached alarming proportions, at 13%. This has 
resulted in a situation where the public sector banks capacity to lend has been severely curtailed, in turn 
affecting country’s economy.  To bail out the banks, Indian government on October 24, 2017, approved a 

core capital plan to infuse the Indian Public sector banks with a capital of ₹ 2.11 lakh crore ($ 32 billion) 
in the next two years. This has become necessary as the banks, saddled with mountain of bad debts, 
does not have enough capital to lend, which is important for stimulating the economic growth of the 
country. According to another estimate the banks also need $ 69 billion in additional capital by March 
2019 to meet the new capital requirements as required by Basel III global banking rules (ET Bureau, 
2017),   out of which $14 billion was infused recently.  
 
Case Study Punjab National Bank 2018: 

The Fraud:On Wednesday  February, 14, 2018, Punjab National Bank (PNB), India’s second largest 
public sector bank announced that one of its customer Nirav Modi, a billionaire jeweller and his 
associates defrauded the bank to the tune of US $ 1.8 billion (₹11,400 crores).The fraud had occurred at a 
single branch of the bank in Mumbai.   PNB reported the fraud to Reserve Bank of India (RBI), 
Government of India and filed a complaint with the premier investigating agency, the Central Bureau of 
Investigation (CBI).  In their  report, PNB said that the fraud was perpetuated  by Nirav Modi, owner of 
Firestone diamonds International Pvt. Ltd., his wife Ami Modi, brother Neeshal Modi and uncle  Choski, 
owner of Gitanjali diamonds, in  connivance with two of the bank’s  former  employees, deputy manager 
Gokulnath Shetty,  and  SWIFT system operator Kharat,  from their Brady House Branch, Mumbai. 
According to PNB report, the fraud which started in 2011 and went on undetected till January 2018 and 
came to light after Gokulnath Shetty retired. Initially, on January 29, 2018, PNB filed a criminal 
complaint with CBI against billionaire jeweller, his associates and companies they owned, alleging that 

they have defrauded PNB which has resulted in a loss of $ 43.8 million (₹ 280 crores) to the bank. On 

February 14, 2018, the bank updated the amount to ₹ 11,394 crore (US $ 1.77 billion).The firms involved 
include Solar Exports, Stellar Diamonds and Diamonds R US owned by Modi.  PNB added the three 
companies owned by Choski, Gitanjali Gems, Gilli India and Nakshatra in the second complaint to CBI. 
According to the bank’s statement two junior employees helped Nirav Modi, his associates and their 
companies in getting ‘Letters of Under eating (LOUs) without approved credit limit or collateral 

security. PNB once again moved the fraud mount upwards to ₹ 12,622 crores, ($2 billion). Nirav Modi, 
his wife, his brother Neeshal and uncle Mehul Choksi  were named  the fraudsters. (Bhatia, 2016).In 2013, 
he entered into the coveted Forbes list of billionaires. In 2017, with an estimated net worth of $ 1.73 
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billion, Forbes ranked him 1234 in the world among billionaires and 85 in India (Agarwal, 2018).PNB 
named Mehul Choksi, 58, maternal uncle of Nirav Modi and the owner of Gitanjali Gems as another 

participant in this fraud.But after the PNB news broke out the stock plummeted to ₹ 33.80 from a high 

of ₹ 600 ($9.2), bringing down its net worth to ₹ 400 crore ($61.5 million) (Tondon, 2018).  
 
Modus Operandi: According to PNB the fraud has started in 2011. The entire fraud was based on issue 
of ‘Letter of Undertaking’ or LOU. LOU allows the holder of the instrument to procure a loan in foreign 
currency from another lender, normally another bank located in a foreign country. In reality LOU is a 
kind of written undertaking  or guarantee by the issuing bank to the bank in foreign country, that in 
case the person borrowing money from the foreign bank defaults, the LOU issuing bank will repay the 
money  and interest due. In case of Nirav Modi’s and Mehul Choksi’s  firms,  they exploited a short 
coming in the banking system, and obtained LOUs from a deputy manager of PNB branch, without any 
approved credit limit or providing any collateral as security.  
 
Nirav Modi and associates got the first LOU in 2011. In a normal case,  basing on LOU  the foreign bank 
lends the money to the importer.  This went on for seven years from 2011 to 2017 and Nirav Modi’s 
companies got 151 LOUs. The fraud came to light on January 16, 2018, when a representative of Nirav 
Modi’s firm approached the new officer who replaced Gokulnath Shetty at the bank, with a request for 
new LOUs. After presenting a set of import documents, he requested for buyers credit to pay the 
international suppliers. As there was no pre-approved credit limit, the new PNBofficial demanded a 
collateral security for the full amount, for which the representative of the company argued that it was 
not the practice and that they have never provided any collateral in the past. This has raised a red flag 
and the official concerned reported the matter to his superiors. PNB searched their records for the 
LOUs, on their Core Banking System (CBS) but found no transactions. An internal investigation 
followed, during which, it has come to light that the bank branch has issuedhundreds of LOUs without 
any collateral between 2011 and 2017 to both Nirav Modi’s and Choksi’s companies   But a further 
investigation revealed the devastating information that the total amount is a staggering US $1.8 billion, 
making this the second largest bank fraud ever in India.PNB finally reported that the actual amount is 

₹12, 600 crores ($ 2 billion) 
 
CBS and SWIFT: Nirav Modi and associates exploited a weakness in the Indian Banking system. Banks 
all over the world use a messaging system called SWIFT, which stands for ‘Society for Worldwide 
Interbank Financial Telecommunication (SWIFT)’. This is the backbone of international banking 
system. This is an encrypted messaging system used by lenders for international interbank money 
transfer.   All the banks in India also use another system called ‘Core Banking System’ (CBS). CBS is a 
master data base where all banking transactions of all branches are recoded and stored in a central data 
base, normally located at the head office. This helps the senior officials, internal auditors and vigilance 
people to peruse and ensure that the system is working properly. CBS can also help identify the status of 
individual customers and asses their banking profiles, credit ratings, individually.   
 
The scam was perpetuated by Nirav Modi and associates and the bank employees exploiting a 
shortcoming in the Indian Banking system.   SWIFT systems in most countries, is integrated to the 
bank’s Core Banking System (CBS).  All the messages (transactions) received on SWIFT are 
automatically updated on CBS and help in validation, approval and reconciliation.  This helps in 
ensuring smooth operations and also identifying any red flags.  In case of PNB and many other Indian 
banks,  SWIFT system was not integrated with CBS (Tripathy, 2018). While issuing an LOU there are 
three levels of verification, the first by the maker, second by the checker and third by the verifier. In this 
case Shetty  is believed to have issued LOUs with out of following this laid down procedure. In 2014 
Modi came under the scanner of CBI, Enforcement Directorate (ED), and Directorate of Revenue 
intelligence (DRI). DRI alleged that Modi rerouted duty free imported polished diamonds to the 
domestic market, which is against import-export norms   and evaded taxes. He settled the case by 
paying the taxes and penalty (Archana, 2018).   
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Aftermath: Nirav Modi and his associates have left India. CBI has approached Interpol to issue diffusion 
notice, a request to locate, provide information or arrest the persons concerned. Ministry of External 
Affairs suspended passports of Modi and Choski, issued them a show cause notice as to why their 
passports cannot be cancelled. As they did not get any reply from Modi and Choski and their passports 
were cancelled. ED had raided companies belonging to Nirav Modi and sized gold, diamonds and 
jewelry valued around ₹ 5,674 crore ($ 872 million).  The searches are still going on. CBI has arrested 12 
people so far from PNB and Modi and his associate’s companies. President (Finance) of Modi’s flagship 
company Vipul Ambani has been arrested. CBI has contacted Nirav Modi on his email and asked him to 
be part of the investigation, but he refused saying that he has business abroad to attend.  CBI now 
directed that he should be available for investigation by next week.  Meanwhile ED moved Prevention of 
Money Laundering Act Court seeking issuance of a non-bailable arrest warrant. Nirav Modi was hiding 
in UK  and as on 14 June 2018 he was reported to have moved to Brussels, Beligium on a Singapore 
passport. 
 
Discussion and Findings: The continuing saga of mega banking frauds with unending regularity 
reflects the systemic failure of the public sector banks in India.  This case also highlights the weak 
internal control systems and the role corruption.   According to CIBIL data, as of September 30, 2017, the 

amount outstanding from wilful defaulters to all public sector banks stands at a staggering ₹ 93,359 
crores ($ 14.3 Billion). This is 83.6 percent of all bad loans advanced by the entire banking system. This is 
highly disproportionate taking into consideration the fact that foreign banks operating in India have 
negligible wilful defaulters (Chakravarthy, 2018 b).   Poor management,  corruption and political 
patronage, poor law enforcement, poor record of convictions among other factors have created an 
environment conducive for such frauds.  
 
Corruption flourishes in India. Many persons involved in huge bank frauds have managed to flee the 
country after committing huge bank frauds. For example, prominent among them are Vijay Mallya of 

King Fisher airlines defrauded different banks to the tune of for ₹ 9500 crore ($ 1.46 billion) and fled to 

UK.  Jatin Mehta of Winsome diamonds, defrauded the public sector banks ₹7000 crore ($1.09 billion) 
and is now in Caribbean islands.  
 
For long in India, politicians have used public sector banks, as their personal fiefdoms to dispense 
favours to their supporters and friends.  In many cases financially unviable projects have been thrusted 
on to the public sector banks for political and personal gains. The appointments to all top positions in 
the banks invariably need political support. Once in their jobs, it is time for these political appointees to 
pay back the favours to political masters, which is mostly in approving loans.   
 
PNB already had the highest number of ‘wilful defaulters’ among all the public sector banks in India. 
‘Wilful defaulters’   is a respectable term used by Indian banks for fraudsters, who have taken the loan 
without any intention of paying back.   The total amount wilful defaulters owed the banks is ₹ 93,359 
crores ($ 14.3 Billion). PNB had the dubious distinction of having filed highest number of law suits 
against wilful defaulters and outstanding ‘bad debts’ among all public sector banks in India. PNB alone 
accounted for 30 percent of the total amount owed to public sector banks. This should have propelled 
the top management into a proactive action plan to prevent fraud incidents to the extent possible. 
Unfortunately there is no evidence that such a thing has happened.  
 
This case clearly reflects the total failure of internal control systems. In fact this case shows failure of 
most elementary checks and balances in bank’s operations. When the fraud broke out the bank tried to 
put the entire blame on two junior employees who were supposed to connive with Nirav Modi and 
associates. Normally in banks, the transactions on SWIFT must go through audit and reconciliation 
system. Senior officials other than the ones dealing with the clients are required to approve the 
transactions. In all banks the SWIFT originated messages need to be reported to Zonal offices or head 
office at the end of the day.  In case of PNB no such things have happened. PNB said that the rouge 
employees did not enter the details in the core banking system. It is surprising that PNB did not include 
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such possibility while designing their internal control and risk management systems. This fraud shows 
how the supervisory process at this public sector bank has failed totally.  
 
The role of auditors also come into question. In Indian public sector banks there are two sets of 
auditors.  It is surprising that neither the internal auditors nor the external auditors reported the red 
flags. Ernst & Young has also pointed out loopholes in PNB’s system (Chitravanshi, 2018).PNB case 
demonstrates total failure of risk management systems.   
 
In this case both PNB and the banks honoured their LOUs are Indian banks. It is mandatory for all the 
banks to report LOUs they issued or received to RBI, every quarter. When a LOU is received, the bank 
receiving it needs to send a letter of confirmation to the issuing bank and also its controlling office. 
Again this is inexplicable as to why this procedure has not been followed in PNB case(Archana, Nair & 
Chaki, 2018).  
 
It is surprising that RBI is aware of the fact that frauds can be committed using SWIFT,   if it is not 
connected to CBS. RBI deputy Governor SS Mundra himself alluded this. But surprisingly no action has 
been initiated by RBI   in mandating the banks to link both systems.  This clearly proves that RBI has not 
been very diligent in its monitoring.  
 
Instead of asking public sector banks to improve its functioning through good corporate governance, 
Government of India took the option of infusing additional capital into the public sector banks with tax 
payer’s money. The ostensible reason given by the government is that the capital infusion s needed for 

the economic growth projected.  Government has approved a bailout package of ₹ 2.11 lakh crore ($ 32 
billion) in the next two years 2018 and 2019. While capital infusion has worked in China in the past, but 
in case of India this is only increasing lack of accountability.  
 
This case also brings into focus the role of Indian law enforcing agencies.  Indian Government has 
passed several laws to curb fraud in financial sector but poor enforcement has resulted   in mostly 
rendering them ineffective. Majority of persons who faced prosecution were acquitted for various 
reasons. Generally people think that the bank is getting ‘government money’ and most do not 
understand that it is their money or tax payer’s money. Unfortunately the concept of tax payer’s money 
is not very strong in India, which suits the public sector banks 
 
PNB has a risk management policy and strategy on paper. But the fact that employees in sensitive 
positions have not been rotated for seven years shows poor implementation.  The fact that the fraud 
came to light as soon as the new employee got placed into the job, shows how important the simple 
policy of job rotation is for banking sector. Further historically in India, big ticket frauds always involved 
an insider as initiator and an accomplice to the frauds. In additional to monetary loss banks are also 
affected by loss of credibility and reputation.  
 
Recommendations: 
1. Know your Customer:  Banking systems are becoming impersonal. Many banks do not pay serious 

attention to knowing their customers.  Banks deal with this issue as though this is a onetime measure 
at the time of opening of an account. KYC must go beyond this and banks need to develop a system 
where they are assessing their customers on a continuous basis.  

2. Know Your Employee: Regarding junior employees at all levels, one cannot determine which 
employee will turn rogue and resort to dishonest practices during their service. Though bank 
recruitment for junior level employees is done through aptitude and ability tests, psychological and 
psychiatric evaluation is not part of them. It may be a good idea to include those tests.  

3. Know your markets: Banks must establish mechanisms like dedicated teams to assess the borrower’s 
company and the macroeconomic environment. They must pay attention to the industry 
environment and markets the company operate. Extra precautions and risk management strategies 
must be included for business areas that are considered risky, like diamond imports.  



Business Sciences International Research Journal Volume 6 Issue 2                             ISSN 2321 - 3191 

 

 
IMRF Biannual Peer Reviewed (Refereed) International Journal | SE Impact Factor 2.75              |    7 
 

4. Link SWIFT and CBS systems: PNB fraud highlights the urgent need to link SWIFT and CBS of the 
Indian Banks RBI must direct the banks to integrate these two systems at the earliest.  

5. Job Rotation: This case also brings home the importance of Job Rotation in financial sector, especially 
in banks. This time tested risk management practice could have prevented or minimised the 
exposure to losses.  It is strongly recommended that in sensitive areas job rotation must be in every 
two years.  

6. Monitoring Sensitive Jobs:  There should be close monitoring of key employees employed in sensitive 
areas. In most banks, including public sector banks, there are many layers of checks and balances in 
place.  However pressure of work, shortage of staff and trust developed while working together 
inhibit this monitoring process, often resulting unwanted consequences. Standard operating 
procedures based on RBI guidelines must be implemented by all banks without fail.  

7. Monitoring post project approval: While initial project approval process appears to be robust in 
public sector banks, monitoring post approval appears to be very weak. Some researchers attribute 
this to lack of expertize, lack of technological resources, shortage of human resources and lack of 
motivated employees. Public sector banks will do well to monitor the approved projects for ensuring 
that the projects indeed are proceeding according to the plan submitted to the bank.  

8. Strict Implementation Internal controls: Effective internal controls can greatly reduce the frauds and 
also help in identifying the frauds early.  Multi-layered checks and controls can help reduce frauds in 
banking industry. Poor implementation must attract severe punishments.  

9. Senior management: The appointment to senior positions at public sector banks suffer from many 
weaknesses. Public sector banks cannot hire experienced people from the market due to the 
government recruitment policy.  Public sector banks are poor paymasters and often loose high 
quality people to private sector or foreign banks. Appointing highly experienced people who are 
known for their integrity to the executive positions can help improve the functioning of the banks as 
a whole.   

10. Political interference in executive and board of director appointments is another cause of recruiting 
low quality people at executive level.  Many a time senior management themselves tried to cover up 
frauds or shows resistance to prosecute their colleagues and friends and hamper investigations.  All 
these issues need to be improved if public sector banks to enhance their performance and reduce 
frauds.  

11. Factor in risk management in use of technology: Technology is a double edged weapon. While it 
helps in improving efficiency, it also makes the banks vulnerable to the frauds. Technology adoption 
must factor in the risk management aspects also.  

12. Use of Data Analytics Technology:  Many latest technologies are available for real time analysis and 
raising red flags early.  Most banks in developed countries are using big data analysis, Artificial 
Neural Networks and Artificial Intelligence for analysis, performance monitoring and fraud 
identification. Use of such technologies can greatly reduce bank frauds. 

13. Interbank cooperation and sharing information: Many customers have defrauded banks while 
dealing with more banks than one. In many frauds, the perpetrators have used same assets to get 
loans from different banks.  It is a public secret that banks do not share information in consortium 
meetings too.  This risk could be mitigated if there active collaboration on sharing information of 
mutual interest.  

14. Enforcement:  Bank frauds are considered safe crimes. The single biggest weakness in the Indian 
system as related to bank frauds is weak enforcement. The past record of fraud convictions does not 
inspire any confidence. Law enforcement agencies do not understand financial world and bankers do 
not understand methods used in investigating frauds.  To deter the individuals contemplating frauds, 
it is very important to bring the fraudsters to book in a swift manner and award exemplary 
punishments.  In cases where a fraudster leaves the country, it becomes a herculean task Indian 
Government and law enforcement agencies to bring them back. Many of the fraudsters are enjoying 
the spoils of their frauds by living in foreign countries.  Through multilateral and bilateral 
agreements with other countries, India needs to develop a process to get the fraudsters sooner to face 
prosecution in India.  
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15. Periodic review of risk management policies: We are living in a time where new types of frauds are 
coming into existence with each passing day. Banks cannot rest assured that the policies in place will 
take care of all the risks. Banks must proactively revise their policies on a regular basis.   

16. Targets: Public sector banks often give targets to branch managers and other junior level officers. 
Most of the times they are unrealistic and the bank officials are stressed to meet the targets. Further 
the incentives provided give importance to short term targets. Hence the bank staff may concentrate 
on short term targets at the cost of due diligence.  

17. Third parties:  There is generally a shortage of quality auditors in India. A large number of frauds 
have been committed with a willing involvement of auditors and lawyers. There need to be a 
stringent law that prescribes exemplary punishments and cancelling their licenses for perpetuating 
frauds in connivance with barrowers and also for dereliction of their duties.   

 
Conclusion: Bank frauds are universal phenomena. However   the unending regularity with which 
frauds occur in India makes it different.  Indian Public sector banks records does not inspire much 
confidence about their ability to control frauds. PNB fraud is one fraud that could have been avoided or 
detected very early, if proper systems were in place. PNB failure indicate the systemic failure in the 
Indian public sector banks. By implementing the above recommendations, banks can avoid such frauds 
or detect them very early.  
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