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Abstract: The cloud computing is a significant method for sharing and collaborative communication 
between the members. The security in the cloud storage dataset service is the important task now-a-
days. For this reason, the face recognition is used for Authentication of user. In this paper, Face 
recognition with DCT II coefficient values is used in proposed model. Here, the database in server is 
requested by the user and data owner grants permission to access the data. The preprocessing is initially 
applied over the image, where the Bad datais removed and the image size is resized. These values are 
stored in the cloud database for future reference to authenticate the captured image. Now, the user is 
able to request for data access by sending the face image captured for the authentication. Then the 
HAAR feature extraction is used to separate the parts of the face like eyes, nose and mouth.The DCT II 
coefficient is applied over captured image to get the values to compare the values of image already 
stored. The comparison of image is done using the Euclidean distance classifier. If the values are 
matched, then the data owner grants permission to that user otherwise the request is denied. Once 
permission is given by data owner, the user can access the data filesavailable in the storage and can 
download the required files.   
 
Keywords: Cloud computing, Image processing, HAAR feature extraction,Discrete Cosine Transform-II 
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Introduction: In this fast developing technology, in cloud service provider, the security is the major 
task for maintaining integrity and confidentiality of data. Here only authorized users can request for 
data to share and acquire the permission from the data owner [1,3].  
The authentication is classified into many types whereas the biometric authenticable will provide a high 
security among all other verifications. So the biometric recognition will provide up a high security over 
the cloud computing. The Face recognition is considered most secured, useful and feasible when 
compared tovoice recognition, signature recognition, retinal recognition, iris recognition, fingerprint 
recognition, hand geometry recognition and palm recognition.[4].  
 
The human face recognition is a preferred method because of less process which requires minimum 
physical contact with the system. Face recognition is based on the facial parts such as color, eyes, nose, 
lips, chin, eyebrows or on total analysis of the face image that differentiate the various persons 
recognized [8][9]. The face is the password of the user to request for accessing the secured data which is 
authorized only the registered user in knowledge of data owner. [10][11]. Below explains about  
Section 2: The literature review. 
Section 3:The proposed methodology. 
Section4:The experimental result. 
Section 5:The conclusion. 
 
Literature Review: Vinay A and et al proposed face recognition which is used in the concepts of cloud 
computing, big data analysis, social networks and machine learning. Here, The user can able to get the 
data by only through the face tagging [12]. Wang Et al explained a method for cloud computing security 
issue by providing face recognition. For security of data a credible, low complex and efficient method to 
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guarantee cloud computing security [13]. Li et al proposed a security based on the face detection and 
recognition. Cloud storage is accessed via face recognition by based on data visualization and 
geographic locations of face detection and recognition [14].  
 
Proposed Methodology: In the proposed methodology, a client sends request to access data in cloud 
system. The cloud system authenticated client and grant permission to access particular data from 
database. If any new client wants to access some data from cloud system, the client requests notified to 
data owner. At the time, data owner grant permission then only to access data otherwise new client 
request to fail means automatically terminated that client request. The initial step is using captured 
images stored in database.   
 
The preprocessing method is used to prepare all images by removing corrupted data to store. The next 
step is HAAR cascade technique [4][5]. This split digital face image into nose, eye and mouth separately. 
DCT-II method is used to extract feature vectors for obtained face image parts [6-7]. The ELM classifier 
is used to compare registered digital image to register user. If user vector’s matchesthe stored data,the 
owner will either allow or deny access to cloud database. 
 

 
Figure 1: Framework methodology 

 
Users- New and Registered: 
New Users: When new user desires to access cloud system, user has to send request to data owner. The 
data owner authenticates the requested user to access the cloud database or deny the access to the new 
user. 
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Figure 2: New User 

 
Registered User: When registered user desires to access resources on cloud server, the user 
loginsthrough the face image which is registered on the cloud server. The access is provided based on 
the ELM Method. 
 
Preprocessing: Preprocessing removes unwanted data and changes the dimensions of the captured 
image of the user to mark out the position and dimensions of a face accurately as discussed. 
 

 
Figure 3: Preprocessing 

 
Haar Like Feature Extraction: Haar-like features classifies generic objects and it is familiar with face 
detection.This uses intensity values of pixels to contrast variances between pixel groups are taken for the 
detection of relative light and dark areas.  
A set of HAAR like features functions in two dimensional characteristic which can be used to detect the 
face.  
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Figure 4: Rectangle Type 

 
 

 
Figure 6: Detection of Three Parts 

 
In this paper, the face detection process uses the parts of the face like eyes, nose and mouth is extracted 
separately and DCT II coefficient process is applied. 
 
3.4 Dct Ii Coefficient: In this paper,Discrete cosine transform (DCT II) is applied to get the equivalent 
values of image pixels for easy storage and comparison process. This method is applicable for both color 
and black and white images. The image is changed into numerical values known as DCT II-coefficient. 

 

 
Figure 8: DCT II Coefficient for different parts 

 
The graphical output is generated depending on the values of horizontal, vertical and diagonal 
frequencies.  
 
The graph is preparedwith large value on first element and zeroes on other elements.   
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The above graph is said to be an orthogonal graph by referring it’s all the columns. Note that, the block 
values of black and white image are varied in between the range from 0 to 255. The pixel value of pure 
black is denoted as 0 and pure white is 255. These 256 grays are accurately used for representation 
 

 
 
The 8x8 blocks of matrices is generated in graphical representation. A single block of image pixel is used 
for analyzing DCT II operation. The DCT is designed, uses -128 to 127 ranges of values. The original mass 
is maintained at equal level by subtracting 128 from each value of original data. The operation of DCT is 
accomplished by graph multiplication given below. 
 

 
 
Extreme Learning Machine Classifier: Classification is mainly used for the purpose of decision 
making. In this work ELM is used to compare the values of images. It is applied to real-world problems 
such as regression and classifications. This ELM is used based on the values obtained by Euclidean 
distance calculation. It is also a feature selection technique. For the recognition of particular face the 
system compares the vectors of face in the database with new image captured for verification. Let the 
vectors of database image be V and vectors of captured user image be R are compared in terms of 
distance between them. The Euclidean distance T is calculated using the following equation. Here M is 
the number of vectors obtained using from DCT coefficients retained as features. 
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Where  

 
 
Experimental Result: The images of the users and clients are already stored in the server cloud 
database. The request from the client is send to the cloud database server and data owner has to 
authenticate the request and grant permission.  The request from the client will send face image for 
further operation.  
 
The data owner is asked to capture the image for server login. After image verification by the data owner 
login the further process is applicable.Once login, the cloud database server the icons are changed to 
active status. Thus, the user can produce their request for permission to access the database. 
 

 
Figure 11: User Login with Image 

 
The user can send request and the image of the user face also send for the authentication purpose at 
server cloud database. 
 

 
Figure 12: User image Analysis 

 
The user face images are already stored in the database. Here the users are managed by the data owner 
that is whom can give request for data access. 
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Figure 13: DCT II coefficient matching 

 
Now the data owner will verify the user image using the DCT II coefficient for the separate parts. The 
face image is divided into sub parts which contains only eyes, nose and mouth of the user. Then the 
DCT II process is applied to get the equivalent values of image and compared it with the already stored 
database image. If the data is matched the data owner grants the access permission at server. The user 
can download the required data.If the user is not matched to any of the stored image then the 
authentication for that user is failed. That person will not be able to get access the server. 
 
Conclusion: To conclude, the cloud database is solely managed by the data owner which is secured and 
acknowledged by the Owner for all users. The New or Registered user are acknowledge by the own for 
accessing the cloud every time.This demonstrates that the face recognition is much secured that other 
cloud computing methods for authentication purpose. 
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